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1. Com s’obtenen les megadades (“big
data”)?
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Densitat d’Internet

460 Million reachable IPv4 addresses observed from June 2012 to October 2012 using ICMP Ping requests and Port Scans.

Source: Carna Botnet




Ecosistema Google




Sensors en un telefon intel-ligent

Cameras
Microphones
GPS

WiFi

Cellular

NFC
Bluetooth
Touch Screen

Proximity Sensor
Gesture Sensor
RGB Light Sensor
Hall Sensor
Thermometer
Hygrometer
Accelerometer
Gyroscope
Magnetometer
Barometer
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Dades genetiques

welcome |
toyou

xzsandMe

Find out what
your DNA says
about you

and your family.

* Learn what percent of your DNA is from populations
around the world

« Contact your DNA relatives across continents or
across the street

« Build your family tree and enhance your experience
with relatives

$99



Dades sanitaries

New Health Sciences Data Sources
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Drug Research Social Media Patient Records

Gene Sequencing
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Test Results Claims Home Monitoring Mobile Apps



Ciutats intel:-ligents

Environment-
friendly design Regional EMS Smart Buildings

buildings (Control center) linked through
' Regional EMS

Battery storage \ |
systems

Next-generation vehicle . |

center(operation center) MegaSolar

Intelligent Transportation
System (ITS)

Multi-energy
station -

EV car
SR sharing
EVcar
sharing ~ F—
— louse
5 Electric bus
Smart House —

Small / Medium-scale

Solar panel Smart Buildings

Offshore wind farm Multi-energy station



Ciutats intel-ligents + loT

Libelium Smart World

Smartphones Detection Electromagnetic Levels

Detect iPhone and Android devices and in Measurement of the energy radiated
general any device which works with Wifi or by cell stations and and WiFi routers.
Bluetcoth interfaces.

Perimeter Access Control Traffic Congestion

Access control to restricted areas and detection Monitoring of vehicles and pedestrian
of people in non-authorized areas. affluence to optimize driving and walking
routes.

Smart Roads

Warning messages and diversions
according to climate conditions and
unexpected events like accidents or
traffic jams.

Air Pollution

Control of CO, emissions of factories, pollution
emitted by cars and toxic gases generated in
farms.

Smart Lighting
Intelligent and weather adaptive lighting
in street lights.

Intelligent Shopping

Getting advices in the point of sale
according to customer habits, preferences,

Forest Fire Detection

Monitoring of combustion gases and preemptive

fire conditions to define alert zones. Radiation Levels presence of allergic components for them
or expiring dates.

Distributed measurement of radiation levels
in nuclear power stations surroundings to
generate leakage alerts.

Wine Quality Enhancing

Monitoring soil moisture and trunk diameter
in vineyards to control the amount of sugar in
grapes and grapevine health.

Noise Urban Maps

Sound monitoring in bar areas and
centric zones in real time

Offspring Care

Control of growing conditions of the offspring in
animal farms to ensure its survival and health

Sportsmen Care

Vital signs monitoring in high performance
centers and fields.

Structural Health

Monitoring of vibrations and material conditions
in buildings, bridges and historical monuments.

Water Leakages

Detection of liquid presence outside tanks
and pressure variations along pipes.

Vehicle Auto-diagnosis
waSte Management Information collection from CanBus to

Detection of rubbish levels in containers send real time alarms to emergencies
to optimize the trash collection routes or provide advice to drivers.

Smart Parking Item Location

Search of individual items in big surfaces
like warehouses or harbours.

Monitoring of parking spaces availability
in the city.

Quality of Shipment Conditions Water Quality Golf Courses
Study of water suitability in rivers and the Selective irrigation in dry zones to

. N
sea for fauna and eligibility for drinkable reduce the water resources required in |_| bell um

use. the green, www.libelium.com

Monitoring of vibrations, strokes, container openings
or cold chain maintenance for insurance purposes



2. Quiiontéles megadades?



Ecosistema de megadades

KPMG, Deloitte
Accenture, IBM GS

Dell, IBM, HP,
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Vmware, Equinix Atos, CapGemini
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/
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Fujitsu, HP Big Data ISVs QlikView

Ecosystem /

. Microsoft, SalesForce,

NetApp, Dell, EMC, | Specialized § EveryAngle
IBM, Fujitsu, ISVs 9

Hitachi

| Facebook, Google
IBM, SAP, Oracle, | Apple, Amazon
HP, HortonWorks,
MarkLogic, 10Gen
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On? Centres de processament de
dades

©® Microsoft/Azure

©® Google

© |BM/Softlayer

® AWS

© Linode

@ Rackspace

® Yahoo

©® Facebook
Digital Ocean

) GoGrid

© Others (eBay, Apple,
Telefonica...)




3. Doble us de les megadades



)

* Projecte ex FET Flagship (7PM UE)
http://www.futurict.eu

e Objectius:

» Entendre i gestionar sistemes complexos, globals i
socialment interactius

» Construir una “Living Earth Platform”, per simular
el funcionament del moén i preveure crisis
economiques, sanitaries, meteorologiques, etc.



Doble Us de megadades en sanitat
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understanding are enabling the healthcare enterprise to capture

Information at the point of care, convert patient data Into actlonable
Information, and leverage that information for clinical, business, and

natiart mand

‘ Advancements In volca recognition and clinical language



Els desconeguts: “data
brokers” (marxants de dades)

post
information
publicly
online

data
brokers

online

shop
stores

online

register on
: stores
websites

Ay websites
stores

fill out
warranty
cards

companies

local

buy
governments

houses




4. Privadesa i doble Us



g

ui ven les seves dades...

Federico Zannier
http://myprivacy.info
Juny 2013

2.090,70 €

Shawn Buckles
http://shawnbuckles.nl/dataforsale/
Abril 2014

350,00 €

Un perfil vostre
http://on.ft.com/1tm|7f0O
Juny 2013

Menys d’1 €




Hi ha qui regala les seves dades...

http://www.zeit.de/datenschutz/malte-spitz-data-retention/
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Pero, en general, a Europa, cal...

* Que qui processi les dades tingui un mandat legal exprés para
fer-ho en exercici de les seves competencies

O bé

* Que tingui el consentiment informat i explicit del subjecte en el
moment de recollir les dades per fer-ne doble Us per a un
proposit concret

O bé

 Que es limiti a processar dades anonimitzades (no tan sols
desidentificades!).

Directiva europea 95/46/EC de proteccio de dades i projecte de General Data Protection Regulation

26



5. Com cedir legalment dades
sensibles per a doble us?



Fitxers de microdades d’us public

* Poden descarregar-se lliurement d’Internet

* Han estat desidentificats (se n"han suprimit els
identificadors, com ara nom, DNI, etc.)

* Han estat fortament anonimitzats:
» Mostra d’1% o menys

»Supressio o recodificacié de quasi-identificadors
(p.e. interval d’edat en comptes d’edat, provincia
en comptes de ciutat, etc.)

»Supressio o modificacid d’atributs sensibles



Exemple de fitxer d’us public

* Enquesta de salut i d’habits sexuals a Espanya
(INE, 2003)

e 13600 ciutadans i cap atribut que permeti
d’identificar ciutadans concrets ni tan sols

sabent que son a la mostra

Instituto
Nacional de
Estadistica




Fitxers de microdades d’us cientific

* Han estat desidentificats

 Han estat anonimitzats, pero menys que els
fitxers d’us public

* Se cedeixen a investigadors amb nom i
cognoms que signen un contracte
— limitant-ne I"Us a un estudi concret

— restringint la publicacié de resultats a dades
agregades i/o grafics (pero no dades individuals)



Exemples de fitxers d’us cientific

e EU Structure of Earnings Survey (SES,
Eurostat)

 EU Road Carriage microdata (RC, Eurostat)

~
eurostat &
S

(Per a tots dos jo he dissenyat el procediment d’anonimitzacio)



Centres d’accés segur

Permeten d’accedir a dades desidentificades, pero no
anonimitzades

L’investigador ha d’acreditar el seu projecte per
accedir al centre

Les dades no es mouen dels ordinadors del centre, en
els quals I'investigador fa els tractaments estadistics
qgue li calen

Abans de retornar els resultats a I'investigador, el
centre comprova que no comportin revelacio de dades
individuals

Normalment, I'investigador ha d’anar al centre, tot i
gue en algun cas I'accés pot ser a distancia



6. | si el ciutada no se’n refia, que pot
fer-hi?



Anonimitzacio verificable

SUBJECTS I ANONYMIZER A
G(D,r(S,A))
< | SUBJECT - VERIFIABLE
. ¥ | GLOBAL ANONYMIZATION
GLACIS
4« MECHANISM l

A I
: ANONYMIZED
. DATASET

X'



Anti-perfilatge

e Autoproteccio: GooPIR, TrackMeNot, etc.

Z== Chuir in
0 I_H_h_l Dara Pr."v{ﬁ)(ry

* Proteccio P2P




Coutilitat/coprivadesa

e Ajudar els altres a mantenir llur privadesa pot beneficiar Ia
meva propia privadesa (coprivadesa)

* Es poden dissenyar protocols en els quals I'ajuda mutua sigui
I"opcidé més racional per a qualsevol usuari, per egoista que
Sigui

* Projecte “CO-UTILITY” (URV)
http://crises-deim.urv.cat/co-utility/

<>

: B4 TEMPLETON
CO-UTILITY World Charity Foundation

Conciliating individual freedom and
common good in the information society



7. Conclusions



* Qualsevol cessio de dades sensibles sense
consentiment informat diferent de les
anteriors no compliria els estandards en vigor

* La General Data Protection Regulation en
procés d’aprovacio per la UE extrema les
garanties en aquest sentit

* Si el ciutada malfia, es resistira a donar
informacio fiable
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